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PATIENT VOICE PROJECT

OPERATING INFORMATION:  MANAGEMENT OF PARTICIPANTS PERSONAL DATA
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(1)     SCOPE OF THIS DOCUMENT
Patient Voice is a Patient Advocacy project promoted by Chiesi Farmaceutici S.p.A. – Global Rare Disease Business Unit (“Chiesi”), aimed at collecting videos, photos, interviews, quotes and written stories of patients suffering from a rare disease to create awareness and witness their journey. This content will be used in the context of multiple creative projects that will be disseminated through the Chiesi internal communication means, Chiesi social media, video sharing platforms, as well as during sector related live events and congresses. 
To be able to collect such personal information from the patient in compliance with the applicable data protection law (as described in the following section), we will provide them with a set of documents stating the purposes and the legal basis on which our data processing is based, as well as for how long we will retain their data. 
This document consists in an operating process based on the principles of the GDPR for the proper management of personal data collected for the purposes of the Patient Voice project. 
Please also note that Chiesi Farmaceutici S.p.A., as the promoter of the project, is aware of the importance of protecting the personal data of the individuals participating into this initiative, especially taking into account of the sensitive nature of the information that they will disclose to help Chiesi achieving its purpose. For this reason, Chiesi is committed to the highest possible data security measures to safeguard the personal data of each patient against unauthorized access, disclosure or lost.

(2)     DEFINITIONS & PRINCIPLES
The following are the most important definitions that should be kept in mind will processing personal data within the Patient Voice project. 
GDPR: is the General Data Protection Regulation (EU) 2016/679 is the regulation on data protection and privacy in the European Union (EU) and the European Economic Area (EEA). As Chiesi Farmaceutici S.p.A. is a company based in Italy, the GDPR will apply to the data subjects involved in the project. 
Data Controller: A data controller is a person, company, or other body that determines the purpose and means of personal data processing (this can be determined alone, or jointly with another person/company/body). The data controller for the purposes of Patient Voice is Chiesi Farmaceutici S.p.A.. 
Data Subject: refers to any individual person who can be identified, directly or indirectly. Data subjects for the purposes of Patient Voice are the patients.
Special Data: is a sub-category of personal data that requires strengthened data protection measures due to its sensitive and personal nature. An example is data related to the health condition of the patient taking part to this project.
Data Processing: wide range of operations performed on personal data, including by manual or automated means. It includes the collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use and disclosure. 
Data Minimization: the principle of data minimization involves limiting data collection to only what is required to fulfill a specific purpose. For the nature of the project and considering the involvement of special data, it is important to process just the personal data as detailed in the privacy notice, and for the restricted time frame.
Data Subject Rights: are a set of rights enforceable by each data subject, including the right to be informed about the collection and the use of their personal data, the right to access personal data and get supplementary information about their processing. The right to have inaccurate personal data rectified or completed if it is incomplete. The right to erasure (to be forgotten) in certain circumstances or the right to revoke the consent previously given. 
Lawful Basis: personal data must be processed based on a lawful reason. In this case, Chiesi relies on the consent of the patient to process its personal data. 
(3)     DATA FLOW
Engagement with the patient and registration:
Chiesi GRD – or the relevant patient association – will reach out to the patient by sending an invite to his/her email address. This communication will include the written presentation of the project and the invitation to take part into it. The patient will also find a document attached into the communication, including: 
· Image release form: necessary to authorize the use the images, video and any other content reproducing the physical likeness of the patient;
· Privacy notice: necessary for the processing of the Personal data of the patient.  
When the patient wants to take part into the initiative, he/she will have to accept, sign and send the scan (or a visible photo) of the executed copies to the indicated Chiesi internal address, whose access and management will be assigned to authorized Chiesi employees based on the “need to know” principle. The document will report the identification data of each participant, necessary to track their consents and carry out the project in compliance with applicable data protection laws and regulations. 
Managing consents lifecycle 
The scans (photo) of the documents is tracked through an electronic database, reporting the date of receipt, the identification data of the participant and any other data, including any media content (e.g. photos, video recordings, interviews) eventually connected to each patient. The consent for the processing of personal data, provided by the patient by submitting the signed documents, has a validity of two (2) years. 
After this term expires Chiesi has two options: 
· Delete or anonymize the personal data and all the media content related to the patient; whose consent expired; or
· Reach out to the patient to renew his/her consent and contextually provide a new privacy notice. 
Such requirement is essential to comply with the Data Minimization principle of the GDPR, as outlined in the “Definitions & Principles” section above, as well as with the data retention time set forth in the privacy notice provided to the patients. 
The authorized employees will monitor and supervise the validity of each consent based on a specific schedule, and will take appropriate action as to the consent deadline will approach: 
· 1 month before the expiration date, as per the tracking document, they will send an email to ask the patient if he/she wants to extend his/her consent to the processing of personal data, for the purposes of the project; and
· In case the patient does not reply to the renewal email or does not provide his/her consent, the personal data and all the related media content (e.g. photos, video recordings, interviews) will be immediately deleted from the relevant Chiesi repository or database.
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